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Abstract— Nowadays, the automotive industry is living a
transcendental era of innovation: connected, autonmoous and
electric vehicles are three technology-driven megands that —
together and at the same time— contribute to a disiptive change.
Hence, great transformations are at present beingdaressed by
the main players of automotive electronics. Car madrs and
suppliers try to self-adapt to this fast and radica paradigm shift
by changing their mindset and, more than ever befa, bringing
added value in the way of new experiences to the cemisers, by
embedding more and more data and power managememside
the electronic computation units they manufacture Nevertheless,
the success of at least two of these disruptive tds —i.e.,
connectivity and autonomous driving— strongly depeds on a
critical blocker: cyber security. An enormous effot is currently
addressed by the automotive stakeholders to adopeasurity by
applying know-how from the IT industry and developing new
solutions, and this happens just in a moment whenrdditional
security is in risk due to the announced emergence) the not-so-
distant future, of quantum computers, which means hat post-
quantum cryptography must already be taken into cosideration
today when designing solutions expected to be seeufor the
vehicles of tomorrow. The objective of this work igo explore the
best suited product architecture and technology forelectronic
computation units in order to handle in an efficien way —i.e.,
balancing security-by-design, performance and costthe cyber
security issue recently irrupted in the automotivedomain as a
result of the arrival of in-vehicle connectivity. Reconfigurable
hardware technology combined with static multicoreprocessors
and memory, all seamlessly integrated in a singleo§ device, is
proposed by the authors as a strong and flexible kdion to the
formulated challenge, bringing moreover a clear diferentiation
with regard to state-of-the-art security solutionsin place today in
embedded cryptosystems. This work shows a real implemntation
example that proves the concept and provides the parimental
results achieved.

. INTRODUCTION

Today's economies are dramatically changing, trigddoy
the accelerated rise of new technologies. Digitimaand new
business models have revolutionized many industréesl
automotive is not an exception. In the automotirana, these
forces are giving rise to three disruptive megatsen
autonomous driving, electrification, and connetyiyi].

At present, many engineering research initiatiedated to
the design and development of the next generatibn o
embedded electronic computation units can be ifiedtin the
automotive industry which all converge in searchflekible
and scalable system architectures (e.g. AUTOSARtada
platform, hypervisor virtualization, embedded Linadoption,
system-on-chip integration) with increasing compatel
power (e.g. multiprocessing, embedded computatioits,u
cloud computing) and enhanced communication thrpugh
(e.g. OPEN alliance, Ethernet-based network baakbon
wireless connectivity, Gigabit Ethernet, CAN-FDkcarely
and safely deployed (e.g. SAE J3061 and ISO 2626®lards,
embedded firewall, computation redundancy, cry@phic
hardware accelerators like HSM, SHE and TPM coagsgd
at supporting, on top, new applications (e.g. Va¥er-the-air
SW update, etc.) directly linked to those threeowmnditive
megatrends. All these engineering initiatives, ey are put
together, contribute to reshape the automotive treleics
industry by converging, in the end, in the deplogtnaf what
we could name an “agile” electronic computation tuni
developed by multidisciplinary teams of expertsotigh
flexible engineering methodologies and tools, t@syl in
shortened development cycles and faster time tdkenhafhe
whole automotive community is nowadays subjectltthase
changes and adapting to them by trying to givesarfssponse.
One of the main drivers of such changes is therggdiy-
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The American NSA recently announced a shift fromalgorithms from software to dedicated hardware ischnical
Elliptic Curve Cryptography (ECC) to post-quantum decision encouraged by initiatives like EVITA (Hedgt
cryptography (PQC), and NIST estimates that quantureehicle intrusion protected applications), a resleqroject co-
computers might be able to compromise today’'s pukdy funded by the European Union within the Seventhiemsork
cryptographic algorithms (e.g. RSA and ECC) or iicemtly ~ Programme where it is pioneered the design of thealled
reduce the security levels of symmetric key crympbic  Hardware Security Module (HSM) as a standard pergdhor
algorithms (e.g. AES) in around 15 years with digant but  coprocessor to be attached to automotive qualified
feasible (for a nation attacker) financial resoarc€his will  microcontrollers so that security-relevant compaseare
happen just in a moment when the cloud computingrotected against tampering and sensitive datapeotected
infrastructures in general (i.e. laaS, PaaS an® &#adels) are against compromise [3]. Under this scope, the H3M i
growing, embracing more and more services and biecpthe  nowadays a dedicated customer-programmable security
backbone of new disruptive and innovative busimaesslels, subsystem included in the architecture of modetoraative
like V2X services already designed and deployedyof®]. @ MCUs intended to provide advanced security features
The automotive space, that recently entered apmtisitime, connectable to a host processor through a comntiorica
requires stable and sustainable long-term cybewriggc interface so that freeing it from the execution thbse
solutions to eventually enable connected and autmna compute-intensive security tasks. The HSM typicailgludes
vehicles. Not only quantum computers endanger fsdaya secure CPU inside, along with security-speciédpherals,
automotive security solutions, but so do also adednmesearch an AES cryptographic engine and local memoriesttdpam
results in security attacks, innovative attack g$paind flawed dedicated blocks of RAM used for secure code anh da

existing solutions.

Being aware of the fact that the efforts to repladeerable
security solutions need to begin several yearsrbejaantum
computers and other threats land, it is time tdoasly
motivate the use of highly flexible remotely redgofable and
modular solutions in embedded applications, antiqoéetrly in
the automotive field. For instance, most of theiclels which
are being designed today will still be on the rgadhore than
20 years and at that time it is assumed that qoantmputers
and highly advanced attack tools will be available.

In this timed race for finding a technology thatves the
modeling or equation of the problem, the authogsi@ithat the
implementation of a highly flexible, modular andsiéa
updateable security solution on programmable legthbe right
choice, especially through state-of-the-art systerthip

storage. Nevertheless, it is not difficult to netthat HSM is a
static solution embedded in a MCU and, as sucleaiinot
withstand the frenetic pace of changes that thenaetive

industry triggered by the accelerated rise of neghnologies,
so the nature of the HSM does not allow dramatiicosi

updates performed in months instead of years, whichot
enough. A proof of that statement is the recentudisions
about post-quantum cryptography as a replacementhef
traditional cryptography in use today. In this diren, the
authors believe that the original HSM concept arsl
architecture, as other architectures in place tdi@ayrPM and
TrustZone, can be ported to a more flexible scenaaised on
reconfigurable hardware instead of the current M@BIC or

ASSP devices manufactured on static hardware, witiagive

rise thus to a solution that does admit fast argpaesive
cryptosystem updates and upgrades, also in the, fiaking

(SoC) devices which combine ARM core processorsinto account that the current security architectunill

heterogeneous hardware resources integrated iR@afnd a
big amount of memory, all compacted in a singlepcfiihe
change from today’'s cryptography to quantum
cryptography in deployed devices and vehicles @baily the
largest and least understood challenge today.isnwvibrk, the
authors describe a solution that approaches thafiecige, to
update today’s cryptographic algorithms in deployedticles,
and by doing so it is achieved a solution that c®we wide-
majority of requirements in this space. The ratieria clear:
acceleration, flexibility, personalization, secyritprivacy,
redundancy, scalability, modularity, root-of-trustiJF-based
keys, longer key sizes, etc. are all demanded riesatinat are
inherently present in the DNA of reconfigurable dvaare
technology already available in SOC/FPGA devicdayo

. STATE-OFTHE-ART AUTOMOTIVE SECURITY SYSTEMS
HARDWARE SECURITY MODULE

Increasing the processing power of a computatiatfqyim
is a trend continuously observed not only in autiveobut
basically in any technological field in charge afvdloping
embedded electronic systems (e.g. smartphones tcamt,
etc.). Security processing at run-time is one mofethe
contributors to this demand. As a consequenceayibeoach of
displacing the synthesis of compute-intensive aggphic

radilie

probably become obsolete in the coming years.

lll.  QUANTUM-RESISTANT CRYPTOSYSTEMS

The security of the public-key cryptographic schemedies
upon mathematical problems that are assumed toalst th
solve. Currently, the most popular ones are basedhe
discrete logarithm problem over elliptic curves g¢hd RSA
problem. Using the existing classical computers,kabwn
probabilistic polynomial time algorithms attempting solve
these problems only succeed with very small prditabi

Shor [4] showed that, using a quantum computemethe

exist efficient randomized algorithms for factorimgegers and
finding discrete logarithms. These algorithms takeumber of
steps that is polynomial in the input size. Themrefin the case
that a powerful quantum computer exists, schemesdan
RSA and the discrete logarithm will become insec@iace
these schemes are widely used in all kind of conications,
the existence of quantum computers will require racial
change in communication technologies. The use ahijum
computers will also affect other cryptographic ptives, but
its impact is less important than in public keyptography.
Grover [5] showed that it is possible to obtain wadyatic
speedup on unstructured search problems using atuma
computer. This result affects many primitives ashhinctions



and symmetric key encryption. However, a simple way
reduce the effect of this attack and maintain t#srdd level of
security is to increase the key lengths.

It is still not clear if there will be quantum comprs
powerful enough for breaking the existing publicyke
cryptography standards. The algorithms of Shor ireqa
polynomial number of steps, but right now we do have
enough knowledge and power to execute them. Howev
many experts assume that, according to the recainaes in
this area and the current investment, in the fatlgnwdecades
there will be quantum computers with the capacitipreaking
the existing public key cryptosystems. In fact,2Bl5, NSA
announced the plans for transitioning to quantusistant
algorithms and, in 2016, opened a call for quantesistant
public-key cryptographic standards. These crypiug@
standards are required to be secure against bathtuqu and
classical computers and must satisfy the current fature
efficiency and hardware requirements. The call Wl closed
in 2017, and the candidates will be analyzed fotaup years
before being standardized. By now, there is aofistandidates
whose security come from different mathematicalbfgms:
the security of the so-called code-based primitisdsased on
the hardness of solving a decoding problem in thaext of
linear codes; the security of the lattice-basednpines is
based on the hardness of solving the short vectiblgm or
the close vector problem in a lattice; other caatdid base their
security on solving a system of multivariate polyrial
equations, finding collisions or preimages in cogwaphic
hash functions, or finding an unknown isogeny betwa pair
of supersingular elliptic curves. Thus, taking iaicount that
attackers can try to record the current
communications to decrypt them later
computers, if we want to keep our communicatiorgape for
a reasonable period of time, we need to switchuantym-
resistant cryptographic primitives before quantuomputers
come to reality.

IV. RESEARCH

This research work propels the exploration of neystem
architectures and technologies to be used in tivegemeration
of secure-by-design computation and communicatioitsu
distributed inside the vehicle and interconnectédough
heterogeneous communication buses [6]. The wonkskes on
the HW/SW co-design of a secure-by-design autoraotiv
computation unit which, having as target the gayesrad body
domains, is composed of a full post-quantum cryystiesn
implemented in programmable logic and seamleseketi to
the data path of the communication networks of laform
(e.g. gateway module or body domain controllerjgeting
better performance and flexibility than HSM-basedC
solutions. Apart from doing research on functiooahcepts,
the work tries to proof them by implementing a neidtotype
able to deploy and exploit such concepts and tie¢fegdback
in the way of experimental results that shall hisle authors
take technical decisions and reach conclusions.

Reconfigurable hardware technology-based applicstjid]
are suggested by the authors as one of the mosvative
technologies to explore in the security arena andyshow
they can create new opportunities. Reconfiguralaleare

encrypted
using quantum

technology is the cornerstone of this work to emage a
sensible solution to the security problem in orebuild the
best possible cryptosystem based on hardware/seftwa
codesign. The fact of merging the flexibility of fiseare
engineering with the processing power of paraliel austom
hardware lets the authors be confident on this nieeh
approach. Thus, this project proposes the impleatientof the
whole cryptosystem around the Zynq UltraScale+ MPSo

€Gevice from Xilinx Inc. — a multiprocessing system-chip

that combines one or more multicore ARM processdtis the
programmable logic resources typically found in @-range
or high-end FPGA (from distributed flip-flops andokup
tables to embedded RAM and DSP blocks),
interconnectable through the AMBA AXI4 bus.

This article presents the work-in-progress condudtg a
multidisciplinary engineering team in Lear Corpaat
concerning the research on secure-by-design congputi
platforms that combine high processing power togrethith
flexibility and scalability. As an advanced projeetl these
engineering efforts deepen on new concepts
simultaneously make use of many innovative techgiet

all

that

Hardware acceleration by means of the integration o
hardware-based IP cores into the MPSoC platform.
Until now, SoC/MPSoC technology has been
successfully (and almost exclusively) fitted in the
ADAS domain of automotive electronics. Somehow,
this work explores the possibilities of extendirgst
approach to other clusters like telecommunication,
gateway and body domain controllers.

Post-quantum cryptography. To the best of the astho
knowledge, this work pioneers the deployment of PQC
based cryptosystems for automotive. As an exaniple,
deals with the HW implementation of the McEliece
algorithm in an embedded system targeting the long
term security level, aimed at reaching a cost #ffec
solution valid for the automotive market and withou
sacrifying security. Apart from McEliece, other pty

IP cores are implemented following the PQC
recommendations, e.g. AES-256, SHA-512 and HMAC.

Architectural study of the interconnections of the
cryptosystem (i.e. cryptographic primitives synthed

in hardware) with the communication interfaces .(e.g
Ethernet, CAN-FD) aimed at reaching burst data
transfers at wire-speed, achieving outstanding data
throughputs where the encryption/decryption is jbbss

to be performed at run-time —i.e., in-line and loa fly—

by the custom HW crypto IP cores placed in the FPGA
portion of the MPSoC device.

Flexibility concerning agile adaptation to security

changes (quick response to cryptographic algorithms
upgrade in the field in case the security gets
compromised, with no ECU replacement required), and
highest degree of personalization (customization of
security features based on car configuration
parameters). Moreover, such product must escalelle w

in order to accommodate not only high-end but also
mid-range and low-end versions of the solution.
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e Applications partitioning. Aimed at developing semiconductor vendors (e.g. Renesas, Infineon, NA®)
applications where it is possible to coexist safatg outcome of the EVITA project.
non-safety relevant functions, the usage of a hyper
is a good approach to isolate for instance ASIL-D
functions from other functions with lower autometiv
safety integrity levels like ASIL-A or also QM, all
as guaranteeing the freedom of interference among
them.

2) Public-Key Cryptosystems

McEliece [10] presented in 1978 a code-based piely
cryptosystem. It has not been used in practicel umwv
ecause it requires keys much larger than othgitasystems
ased on RSA and ECC. The McEliece cryptosystenattaim

the same level of security against attacks perfdrimeclassic

e Security layers: Firewall, MACsec, IPsec layerscomputers as the ones based on RSA and ellipticesur

integrated in Embedded Linux as part of one of théMoreover, the McEliece cryptosystem is also considesecure

hypervisor partitions of the system. even against quantum attacks. Hence it is a chaadidate for
guantum-resistant public-key cryptographic standaktso,
there are variants of the McEliece cryptosystemurittg CCA-
2 security.

» Deployment of applications like V2X (e.g. high damda
of authentications per second in V2V) or Over-The-A
SW update (SOTA) which require security services.
Apart from the symmetric and public algorithms stdd,
V. DESIGN additional security-related components like anrirdememory
In this section, it is provided some rationale atthe main ~ to store the keys, a TRNG core, a timer and a Ditérface to
technical decisions taken at the moment of defititegproduct ~ connect the raw data memories with the cryptograptmd
- an all-in-one secure computing unit (with a iyptosystem ~communication cores have been synthesized in the
included) oriented to embed functions from bothegaly and ~ Programmable logic and connected to the system hss,
body domains, and inspired by the high level offqrerance ~ detailed next in this section.
demanded nowadays to the ADAS modules. B. Technology choice

A. Quantum-resistant algorithm candidates The target device of this design is the Xilinx XCIEG

The cryptographic primitives implemented throughMPS0oC, a member of the Zyng UltraScale+ family. The
HW/SW co-design methodologies and included in theViPSoC is divided in two main parts: Processing @ys(PS)
cryptosystem have been accurately selected folpwtime —and Programmable Logic (PL), as illustrated in Fegl
recommendations of post-quantum cryptography. Such
dedicated hardware security components or cryppbiga
accelerators encapsulate security functions ainguoaiding
the necessary root-of-trust to the full system.

Zynq UltraScale+ MPSoC Processing System
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1) Symmetric-Key Cryptosystems
According to the document NIST SP 800-57
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System Ce General
Cantrol Security Unit Aanage L Gonnectivity

“Recommendation for Key Management” [8] and [9]e th == =
cryptosystem AES-128, with keys of length 128 bitains af o T — - =
128 bits of security in the context of conventionamputing e | e | P

and 64 bits of security in the context of quantusmputing.
AES-256, with keys of length 256 bits, attains 246 of AL bl togie

security in the context of conventional computimgl 428 bits P horemrac o |

of security in the context of quantum computinge Tteed of i Il o | Foecew |
doubling the key size is a consequence of the Grattack [5]. | s oo | .

This attack is based on a quadratic speedup omuchsted

search problems using a quantum computing. Thexetoy Figure 1. Zynq UltraScale+ MPSoC block diagramifilsource)
default, the key sizes of cryptosystems have tadéled in . .

order to obtain the same security in the contextjedntum Main features of the PS are the following:

computing. For hash functions, this change in tiey is »  Application Processor — Quad-core ARM Cortex-A53.
translated into a need of larger outputs. Accordmd8], in

order to have 256 bits of security, it is enoughise SHA-512  Real-time Processor — Dual-core ARM Cortex-R5.

or SHA3-512 for hash-only applications, and SHA-2SBIA-

512/256, SHA-384 or SHA-512, SHA3-512 for HMAC, Key GPU — ARM Mali-400.

Derivation Functions and Random Number Generation. « External memory I/F — DDR4, LPDDR4, DDR3, etc.
Following these recommendations, the AES-256 amd th « High-speed connectivity — Tri-mode Gigabit Ethernet
SHA-512 cores have been chosen to be implementahdisn PCle Gen2x4, USB3.0, etc.

work in order to meet a PQC-compliant cryptosystépart )
from that, the AES-128 and the SHA-256 have alsenbe  * Security — AES, RSA and SHA cores.

synthesized but only for comparison reasons, inerorib Regarding PL, it can be seen as a sea of progralamab

benchmark our solution with state-of-the-art imptenations  regoyrces distributed inside the FPGA area of tRRSMC that
available today in automotive MCUs from severalg.o configured by downloading a bitstream.



Apart from that, the MPSoC is equipped with a pduler
set of features that clearly contribute, by destgnrun-time
security, as collected in Table I.

TABLE I. MAIN RUN-TIME SECURITY FEATURES OMPSoC
MPSoC Contribution to Run-Time Security

XMPU Partition access to specific memory regions to
specific system masters (CPU and DMA)
Partition configuration and control of specifig

XPPU ) e
peripherals to specific system masters

SMMU Constrain memory regions accessible by DMA
masters

TrustZone Partition system across secure and non-secure
domains

OCM, TCM, BRAM Hide sensitive data within intermakemory
Constrain DMA accesses on a per-channel

DMA basis

C. System Architecture

In the eyes of the authors, reconfigurable hardweises as
the firmest technology candidate to balance in pheper
weights strong design requirements like high-penorce
computing (DMIPS), security level and flexibilitechanded to
the target product. By making use of the hardwafeysire co-
design methodology, it is possible to synthesizénandware

handled in software from the application that rimthe ARM
multicore processor. The fact that the AXI4 buadsessible to
the programmable logic enables the option of impleting
specific coprocessors that reach a seamless amttiedf
connection to the ARM processors.

Figure 3. Lear hardware platform based on the Xif€U102 evaluation
board and extended through a custom FMC-based caivations board
develope

VI. DEVELOPMENT

In this section it is described how the cryptosystes
architected. As a first overview, it is composedtoke main
parts: (i) the PS part of the MPSoC device, compdsethe

the most demanding (from the security and procgssinmulticore processors with their standard periplseadtached,

perspective) functionality of the algorithms embedidnto a
high-end automotive computation unit whereas thmsaieder
parts are left in software. According to theseecid, Figure 2
shows the proposed system architecture.
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Figure 2. System block diagram of the electronimpotation unit

The designed product meets the functions of a ggtemd
body controller from the perspective of communimasi and
security. Figure 3 shows the physical prototypeetimped in
this project. Thanks to this heterogeneous ardhitec those
compute-intensive tasks with hard real-time comssauch as
response time to some events can be supportedtiyliiac
hardware by specific made-to-measure peripheraithegized
in the programmable logic of the MPSoC device ament

and a customized subsystem developed inside thefRhe
MPSoC; this extended PL-based subsystem can medjvin
its turn, as a region with two different functiongi)
cryptographic hardware accelerators and (iii) comigation
hardware controllers. In the end, the full systemstitutes a
computation unit in search for the right architeetitand
technology to deliver root-of-trust and performancerocess
specific automotive applications.

Next it is described the two flexible parts thavédeen
developed in the PL of the MPSoC device:

« Crypto IP cores to support the high-demanding

computations, aimed at performing wire speed data

encryption/decryption and data authentication/digmea
as illustrated in the left side of the PL in Figre

» Combination of a set of heterogeneous communication

controllers, to be exact, CAN-FD and Ethernet, as
depicted in the right side of the PL in Figure 2.

A. Cryptographic primitives

All the crypto IP cores implemented in this workekethe
same architecture concerning data management: #ney
implemented as coprocessors connectable to the AMERK
bus in order to enable on-chip communication with ARM
core technology. Internally, they all are composeid a
processing core and a set of configuration andrelfsiatus
registers which can be accessed by any master gamce
connected to the bus. Moreover, all these coregesigned to
deliver a high level of flexibility through the Eaneterization
of all their critical features identified. This &tyi, inherent to
the reconfigurable hardware technology, is welcaméhose
scenarios with very changing environmental condgidike
automotive today.
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1) True Random Number Generator
Generating random numbers of quality is a key poiratny

The Advanced Encryption Standard (AES)
developed in this work is a parameterized copragess

cryptosystem. Random number generators can be sassessynthesizable in the way that can perform at 128+#0256-bit.

according to three factors: the nature or sourcamdomness,
the latency time spent to generate a random numaherthe
security level of its physical implementation.

Making use of the programmable logic available te t
FPGA portion of our MPSoC platform, the TRNG deypsld
in this work is based on the implementation of gelieed ring
oscillators (GRO) as source of randomness (i.e.,
asynchronous circuit which provides a chaotic balravased
on the slight differences between the logic delagd paths
through the XOR gates and the noise present indigijal
circuit). The original random numbers generatedt®y GRO
circuitry are then sourced to a linear hybrid daliautomaton
(LHCA) that works as a scrambler to deliver a umifo
distribution of random numbers, as proposed in.[11]

In our custom implementation, the True Random Numbe

Generator is a parameterized IP core with flexiigatures.
Like this, its synthesis can be customized to garerandom
numbers of different sizes: 32, 64, 128 and 258. bithe
generation time is also a parameter that can bfigowed by
the architect of the cryptosystem, selecting thalmer of clock
cycles that the GRO oscillates asynchronously befibre
LHCA gets the produced raw data to generate thmitie¢

random number.

As depicted in Figure 4, the IP core is connectedhe
AXI4 bus as a slave peripheral, being thus acclessip any
master processor connected there (e.g. ARM-coreepsors).
The block diagram of the TRNG is shown next, decogeg in
the two functional blocks: GRO and LHCA.

1
1
1
AXISlave | |
1
&

1

|

AX14 Bus e:—> :

: Interface send l i

1

! o :

, i LHCA i

| ! !

1 ! !

! I
b oo e AXLTRNG!

Figure 4. Block diagram of the Lear AXI4-based TRNGcore

This TRNG core is used in the cryptosystem to gerer
keys in algorithms like AES or in McEliece (Goppales).

2) Advanced Encryption Standard

According to [8], in symmetric systems under Gréwer
attack, the best security a key of length n camroi 22,
therefore, although AES-128 attains 128 bits ofiggcin the
context of conventional computing, it only achiedsbits of
security in the context of quantum computing. PQERD
[12] recommends thoroughly analyzed ciphers witls-BB
keys, i.e., AES-256, to achiev&®post-quantum security.

Independently of the two possible instantiationshef IP core,
it can work in one of up to three cipher/decipherdes: ECB,
CBC and GCM according to its configuration parametéhe
IP core is delivered as a slave peripheral attdehab the
AXl4-Lite bus for accessing to its configurationgisers,
while the data path for encryption/decryption ofvrdata is
managed through a master and slave AXI4-Streanfacte

2ftom where an external device can retrieve/stoeeetticrypted

and/or decrypted data streams from/to memory, &fyic
making use of the AXI DMA controller. The block diam of
the flexible AES IP core is illustrated in Figure 5

The AES IP core works on data blocks of 128 bits

independently of the data size chosen in its swither
instantiation (128 or 256-bit) and of its workingode (ECB,
CBC or GCM) selected in its configuration. Therefogiven a
128-bit input data block, the core computes a lLip&tput
block according to the configured mode, taking iatzount
the key and initial value (IV) given, after a sgiechumber of
iterations (11 rounds for 128-bit key or 15 rouffiois 256-bit
key). The round keys are precomputed in the Keye@dar
block when required.

AXI Slave
Interface

1
1
1
AXI4 Bus %:

ECB
—{ cac
' [eem

Slave
AXI4 Stream —+|

ECB Stream Master

CBC 4.%' \Writter| 1 AXI4 Stream

GeM |
1

Stream
Reader|

Encryptor
)

Figure 5. Block diagram of the Lear AXI4-based AlPSore

3) Secure Hash Algorithm

As highlighted in section V, according to [8], inder to
have 256 bits of security, it is enough to use SHR- or
SHA3-512 for hash-only applications, and SHA-256{AS
512/256, SHA-384 or SHA-512, SHA3-512 for HMAC, Key
Derivation Functions and Random Number Generation.
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HASH
Processing

Figure 6. Block diagram of the Lear AXI4-based SHRZore

In this work, from the different Secure Hash Algiom
(SHA) options mentioned above, it has been implaéetkthe
SHA-256, SHA-512 and then the HMAC-SHA2 IP corgs. |

IP core



this case, SHA-256 and SHA-512 are two independergs
due to the internal differences in structure thatording to the
designers, would carry important constraints irhbatea and
speed if trying to communalize
Nevertheless, the IP core structure can be cleltymposed
in two parts or components, as shown in Figure e

input/padding unit and the hash core. From thesepavts, the
reading/padding unit keeps essentially identical both

versions of the SHA2 IP core implemented and caseltected
by configuration registers. Also, the external ifdees do not
differ in both SHA2 IP cores. Regarding the HMAC/SHIP

core, it is based on the previous HW SHA2 IP cogether
with additional functions that are synthesized dlyein SW

and executed by the ARM processor.

4) McEliece

The McEliece algorithm belongs to the family of caled
code-based cryptosystems. The one-way functiorceded to
this kind of cryptosystems is the addition of esroto
codewords of a linear code. The trapdoor of thig-amay
function is the knowledge of an efficient error+emting
algorithm for the considered family of linear codmsd the
knowledge of a secret matrix permutation. The Maetdi
cryptosystem is considered the first code-basegtasystem
and was originally based on binary Goppa codes. private
key is a random binary irreducible Goppa code &edpublic
key is a random generator matrix of a randomly peech
version of the code. The ciphertext is a codewaravhich
some errors are added, and only the owner of tivatprkey
can remove those errors efficiently.
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Figure 7. McEliece computation: key generationygoiion & decryption

In the context of the PQCRYPTO “Post-quantum
cryptography for long-term security” project —a i2on 2020
(H2020) project aimed at providing recommendati@ml

in only one design.software for next quantum-resistant cryptosystentie initial

recommendation [12, 13] for Public-key encryptientd use
McEliece with binary Goppa codes of length 696@netision
5413 and error threshold 119. Although other ceaatdisl are
being evaluated, currently the McEliece cryptosyste the
only one that is recommended.

To the best of the authors’ knowledge, this worikds the
pioneer hardware implementation of the McElieceoatgm
targeting an embedded system and addressing thestitgvel
of security (i.e., long-term security, 256 bits more). The
hardware platform gets reduced to the PS and Pts parthe
MPSoC device, together with external memory (DDRR3M
and Flash) for data storage.

The algorithm is decomposed in three parts whiol ar
codesigned in hardware and software: Goppa codesajion,
encryption and decryption [14]. According to theftsare
profiling obtained and the timing requirements a€le part, the
keys generation (Goppa codes) can be kept impledent
directly in software while the encryption and dextign steps
are performed in hardware achieving thus an efficie
algorithm execution time in line with the applicati
requirements. Figure 7 shows the processing floMcttliece
algorithm, covering the key generation, encryptiand
decryption.

B. Communication Controllers

Next, it is briefly described the communicationeirfihices
that have been synthesized in the programmable loigihe
MPSoC device, aimed at providing a platform wheygio IP
cores and communication IP cores are seamlesshected to
each other, together with memory data buffers fothb
ciphertext and plaintext storage, in order to deli& good level
of performance. The communication channels estadisare
Ethernet and CAN-FD, as depicted next in Figure 8.
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Figure 8. Block diagram of the communications setesy

1) Gigabit Ethernet Switch

GMACO Gigabit Ethernet controller from the PS is
internally connected to the SoC-e Managed EtheBwvétch
(MES) IP core instantiated in the PL, providing gHtthernet
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access to the ARM core processors. These processws
interact with the MES IP core through the AXI4-Liies.

SoC-e Managed Ethernet Switch provides 12 Ethqoms
as it can be seen in Figure 8. One of them is adadeto
GMACO of the PS section and the other eleven angeddto
the pins linked to the programmable logic portioh the
MPSoC device. Due to the used hardware, SGMII dsitpte
needed, so MES ports are not directly routed ts.piio adapt
GMIl to SGMII interface, Xilinx Ethernet SGMII modies are
used: these modules instantiate available MGTsha RL
section to serialize data and convert GMIl into SGMs
detailed in Figure 8. There is also one port in RGiMode
which is directly routed to pins. Moreover, MES déso
connected to PS section through the AXI4-Lite Giss bus is
used for configuration and status monitoring. A endetailed
structure of the Ethernet switch is illustratedrigure 9, where
the core of the switch is a non-blocking crossbatrix that
allows continuous transfers between all the ports.

oooooooo

—

PHY
WIUGHIRGNI

Figure 9. Ethernet switch core architecture (Saowece)

2) CAN-FD

PS section of the MPSoC device also has accesato C
FD controllers via AXl4-Lite bus, as shown in Figu8. These
CAN-FD modules have interrupt ports connected toaR8
CAN-FD ports directly routed to programmable logitated
pins.

Xilinx CANFD Gore
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oM ™
A || Register Module g;’ncc CANFD Protocol Engine PHY

REMM

RX Block
RAM

AXI Glock Domain

{

sng NV

Control

sng Y TIXY

CAN Clock Demain

Figure 10. CAN-FD core layered architecture (Xilsource)

Figure 10 illustrates the high-level architectuf¢he CAN-
FD core and provides the interface connectivitye Téore

functions of the CAN-FD module are divided into two

independent layers: (i) the object layer, which kgom the
AXI4 clock domain, interfaces with the host conttbtough
the AXI4-Lite bus and provides a transmission agckption
method to manage message buffers; (ii) the trarisfger,
which operates in the CAN clock domain, deploysgtatocol
engine and interfaces with the external PHY. Infation

exchange between the two layers is done throughCh€
synchronizers.

In the authors’ opinion, this product architectdetivers an
outstanding level of integration (12-port Ethersgitch and 8
CAN-FD buses in a single chip) and is much more mach
and scalable than other MCU-based alternative taathires
based on two or more MCU devices with discrete iEite
switch components, fact that allows to skip, by igles
potential synchronization and latency issues ambagystem
buses.

C. Applications

At the top of the system we can find several paént
applications that incorporate security. A typicaéwase would
be the implementation of a Connected Gateway Moahieh
merges communication links (Ethernet, CAN, etc.)thwi
cryptographic accelerators (AES, SHA, etc.), rugnin
applications like Over-The-Air SW Update (SOTA), hiele-
to-Vehicle or Vehicle-to-Infrastructure (V2X), antotive
Ethernet/CAN firewall, or even safety-related fuows of up
to ASIL-D level (e.g. steering column lock).

In the specific case of having critical safety-teth
functions (typically ASIL C and D) running togetharith
lower level safety (ASIL A and B) or non-safety (QM
functions in the same platform, due to security aadety
reasons, it can be convenient to establish a ipaitig of
applications through a virtualization layer implered by
means of a hypervisor. This scenario has been aenesl also
in the scope of this advanced project in ordent@stigate its
feasibility. In this direction, the Sysgo PikeOSphwisor has
been selected and integrated into the Zynq Ulti@$ddPSoC
system in order to isolate two partitions, from vehaot only
the processor peripherals of the MPSoC device laat the
customized coprocessors or IP cores integrated hien t
programmable logic can be managed securely by both
partitions through specific APls, as shown in Feglit.

PARTITION PARTITION I

APPLIATION |

RTOS / BARE METAL | | LINUX KERNEL |

HYPERVISOR |

Pike0S |

MCAL/BSP | RD/WR ACCESSTO CONFIGURATION, CONTROL & STATUS REGISTERS ‘

MCU-BASED STANDARD
PERIPHERALS

HW-BASED CRYPTO
CORES

HW-BASED (OM

HARDWARE CORES

PROCESSING SYSTEM PROGRAMMABLELOGIC

Figure 11. SW stack of the full HW/SW system

VIl. EXPERIMENTAL RESULTS

This section highlights the more relevant resuttsieved
through the implementation of the proposed PQC+ase
cryptosystem making use of HW/SW codesign under the
physical platform developed by Lear Corp. basethenXilinx
Zynq UltraScale+ MPSoC ZCU102 evaluation board show
Figure 3. It is important to notice that some resate still not
available at the moment of writing this articlergeting,
however, to be available at the time of the orakpntation of



this work in the embedded world conference in Nurerg in

March 2017. The following tables show the experitabn

results related to resources and time obtainedyafirthe tests
performed until now. The specific MPSoC device Be Us
XCZU9EG-2FFVB1156l.

TABLE Il HW RESOURCES OF THE CRYPTOGRAPHI® CORES
HW Resources Used Availablg Util %
CLB 2205 34260 6.44
LUT as Logic 11236 274080 4.1
LUT as Memory
(Distributed RAM, Shift Register) | 104 | 144000} 073
LUT Flip Flop Pairs 3399 274080 1.24
BRAM 35 912 0.38
DSP Block 0 2520 0

Table Il summarizes the hardware resources usethdy

suite of cryptographic IP cores synthetized in t#eRGA,

along with the interfaces with the DMA, timer anal an, as
illustrated in the left side of the PL in Figure 2.

Table IV shows the execution times of the SHA2, Adsd
McEliece algorithms implemented only in softwardeTtests
are performed in one of the four ARM Cortex-A53 er
in the MPSoC device of the Xilinx ZCU102
evaluation board running at a clock frequency 6092989014
GHz and processing 1.2113161MB of data.

available

TABLE V. TIME PERFORMANCE OF THEHW/SW IMPLEMENTATION
Cryptographic Block Size | Throughput Timing
Operation (bits) (MB/s) (ms)
SHA-256 512 272.9 4.24
SHA-512 1024 376.8 3.07
AES-128 415.3 2.78
128

AES-256 304.7 3.79

Analogously, Table V shows the execution times IdA3
and AES implemented in hardware through cryptodfeg at a
clock frequency of 300MHz when processing 1.2113V/8

namely: SHA-256/SHA-512, AES-128/AES-256 and TRNG,Of data. As observed, the acceleration ratio wapect to the
SW-only implementation is around one or two ordefs

TABLE IlI. HW RESOURCES OF THE COMMUNICATIONP CORES
HW Resources Used| Available Util %
CLB 9847 34260 28.74
LUT as Logic 37995| 274080 13.8¢
LUT as Memory
(Distributed RAM, Shift Register) | 228 | 1440001 085
LUT Flip Flop Pairs 13511 274080 4.93
BRAM 119.5 912 13.10
DSP Block 0 2520 0

Analogously, Table Il summarizes the hardware weses
used by the communication IP cores, i.e., a 12sPBihernet
Switch and 8 CAN-FD controllers and the interconseas
depicted in Figure 8 and also in the right sidethaf PL in

Figure 2.
TABLE IV. TIME PERFORMANCE OF THESW-ONLY IMPLEMENTATION
Cryptographic Block Size Throughput -
Operation (bits) (MBI/s) Timing (ms)
SHA-256 512 345 33.50
SHA-512 1024 46.5 24.86
AES-128 128 3.81 202.24
AES-256 2.90 398.40
McEliece encryption k3=217 s 2.13 469.49
n=32, t=3,
McEliece decryption ( m=5) 1.95E-02 51284.97
McEliece encryption k=260 3.49 286.93
- - (n=512, t=28,
McEliece decryption m=9) 3.15E-04 3175425.97
McEliece encryption k=2056 4.31 231.79
: - (n=4096, t=170,
McEliece decryption m=12) 6.17E-06 | 162172316/88

magnitude.

TABLE VI. HSM PERFORMANCE BENCHMARK

oo | Tectmotogy | Bleck Size| Cyls Clock Spee Througou
Infineon Aurix 64 100 94,00
ST Chorus 8M 66 100 92,48

SHA-256 | ST Stellar 512 66 200 184,96
Renesas R-Car 400 329,00
MPSoC (Lear) 64 300 272.9
ST Chorus 8M 97 100 125,85
ST Stellar 97 200 251,69

SHA-512 1024
Renesas R-Car 400 469,00
MPSoC (Lear) 82 300 376.8
Infineon Aurix 14 100 108,99
ST Chorus 8M 12 100 127,16

AES-128 | ST Stellar 128 12 200 254,31
Renesas R-Car 11 400 554,87
MPSoC (Lear) 11 300 415.3
ST Chorus 8M 16 100 95,37
ST Stellar 16 200 190,73

AES-256 128
Renesas R-Car 15 400 406,90
MPSoC (Lear) 15 300 304.7

Finally, as benchmark, Table VI shows the maximum
throughput of some HSMs from different MCU vendors
compared to our hardware-based solution implemeintede
MPSoC device. As highlighted there, our developeddres

www.embedded-world.eu



perform, for each cryptographic computation, the@ear less
number of clocks than the fastest HSMs availablethie
industry today.

VIIl. CONCLUSIONS

Processing efficiency, scalability, and flexibilityof
cryptosystems are more important now than everrbefthe
combination of software code running on the CPUsmith
critical sections of compute-intensive  cryptographi
applications processed directly in hardware brings
technological differentiation that delivers a clemmpetitive
advantage to cryptosystems. Furthermore, the flayiland
system integration capabilities provided by reagnfable
hardware makes it a promising technology to fulfifie
stringent and changing
committed to automotive computing and securityesyst

The merging of core processors with programmahigc o
together with large amounts of dedicated memorly,irala
single chip device makes SoC technology an atiecti
platform to develop a secure-by-design cryptosysterchip

where, moreover, the HW-based crypto IP cores can b

efficiently connected to the communication IP cdresrder to
reach wire-speed bursts of data, delivering alilexand very
agile solution ready to in-vehicle upgrades ofchgtographic
algorithms without requiring any replacement of #éhectronic
control unit (ECU) but only reprogramming it as saas the
post-quantum cryptography standards get consotidiztehe
coming years.

In the same way as the upgradeability performarice 97

software is widely consolidated today in many endeed
system applications, authors believe that prograoemand
flexible hardware will see a broader and deepeptigioin the
short future in many fields of electronic embeddgstems, but
especially in the automotive industry, deliveredhia form of
highly-flexible hardware and software electroninttol and
computation units, mainly due to the unquestionéblability
this technology is able to deliver.
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