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Abstract—Cryptographic primitives need to be carefully
evaluated when being applied in components ensuring enhanced
protection aims. This work analyses the performance of RSA
and ECDSA based digital signature schemes in the context of
multi-hop ad hoc networks. Our work shows that, contrary to a
single wireless hop scenario with restricted clients in the
wireless network and a powerful server in the fixed network, the
choice of an appropriate signature candidate is not as obvious as
for the aforementioned architecture. Our performance analysis
considers three, partially interdependent axes, a) the required
security level, b) the device restriction, and c) the protocol
specification with the required security relationships and the
assumed traffic flow. We take c) into account by analysing two
charging protocols for wireless multi-hop scenarios. By
generalizing our observations we carefully derive some
recommendations to strengthen the security engineering process
for dependable distributed systems over the wireless network.

Index Terms—public key systems,
networks, digital signature, ECDSA, RSA.

security in ad hoc

I. INTRODUCTION

P ERFORMANCE comparisons of asymmetric
cryptographic schemes such as RSA [29] and ECDSA
(elliptic curve digital signature algorithm) [14] are of
considerable importance for the security engineering
community. This is in particular true since technologies that
are based on elliptic curves have reached the standardization
bodies [6]. At the same time more and more powerful mobile
handhelds (PDA, mobile phone) become available. Although
their performance tends to be weak and restricted, even
relatively expensive schemes like digital signatures are
nowadays conceivable.

Arguing from that perspective the usage of digital
signatures even in wireless multi-hop networks consisting of
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devices with restricted bandwidth, CPU power and storage
capacity therefore 1is not wunrealistic anymore. Of
particular interest is an integration into protocols aiming at
secure routing [26], [39] a technical support for accounting
and charging [1], [16], [40], security aspects for peer-to-peer
services, or giving incentives for cooperation [1], [2], [16],
[25], [40]. Protocols from these classes can be characterized
as follows:

- in its general case such protocols require the explicit

involvement of more than two entities,

- the mandatory security level as well as the requirements

to its durability are rather relaxed,

- each entity may be in different roles at different
moments.

Although the currently available performance analyses
[6], [18], [31], [37] have built up a proper understanding of a
comparable security level of RSA and ECDSA, a protocol and
application-related analysis [10], [37] is currently under-
represented in the literature. However, we feel that a
performance analysis of digital signatures, considering also
the concrete protocol and its applications, adds additional
value to the deployment of advanced security protocols with
frequently changing entity roles. The latter is a conspicuous
characteristic in ad hoc networks. Entities that may at one
point of time be in the role of a client, whereas in the next
moment they may be in the role of a service or network-
provider, must be prepared for situations with sometimes
contradicting requirements. Furthermore, in the general case,
more than two entities are explicitely involved in the protocol.
And finally, the considered protocol classes mostly require a
rather weak durability of an appropriate security level. Where
e.g. the long-term storage of digital documents with linkage
to its originator(s) may require a durability of an appropriate
security level for up to more than one decade, the required
security level of protocols from the considered classes is in
the order of several hours but not more than one day. Since
these protocols only aim at the protection of information with
an extreme short life experience, such a design decision
causes no security lack.

One may argue that authentication schemes [27], [34],
[35], [36] which are based on a symmetric message
authentication code (MAC) are more suitable for the
envisioned protocol class since they are in the range of 10” to
10° less computational intensive than asymmetric schemes.
Unfortunately, a symmetric scheme does not support the
protection aim non-repudiation, which is mandatory in all
cases where technical solutions are linked to the jurisdiction



in real-world. Another advantage of asymmetric schemes is
scalability. To fully cover all bilateral security relationships
of an ad hoc community with N nodes, N(N-1)/2 symmetric
keys need to be established. By applying an asymmetric
scheme, only N public/private key pairs need to be generated.
Note that the scalability aspect is of essential importance for
the considered protocol classes in ad hoc networks. Since
generally more than two entities may be explicitly involved,
in the general case also multiple entities need to authenticate
an originator and/or a message it has sent. This receiving
subset of verifying nodes frequently is unknown in advance
and may change with each run of the protocol. Clearly a
purely symmetric scheme based solution with a single key
between the originator and all receivers does not overcome
this problem. Each verifier knowing the key could easily
masquerade as the originator of the message. In [4], Canetti
et al. propose an ‘asymmetric MAC’ scheme which is based
on multiple symmetric keys and MACs for n receiving
parties. Originally proposed for multicast traffic with a small
set of colluding nodes, we feel that this approach does not
scale well for protocols in ad hoc networks due to the nodes’
mobility and the danger of a large set of compromised nodes
resulting in high data and computational overhead.

Closely related to the scalability issue, the use of a public
key scheme requires a security infrastructure. We argue that,
depending on the ad hoc network type, which may be of a
pure kind, or a stub access to the fixed network [15], [19], we
either assume a threshold based certification authority [41], a
self-organizing public-key management system [5] similar to
Phil Zimmermann’s PGP, or, in case of temporary connection
to the fixed network, a PKI in the backbone.

The organization of this article is as follows. We take up
discussion on related work in Section II.  Section III
compares our own speed optimized ECDSA reference
implementation against an available RSA reference
implementation. Section IV, as an example describes the
impact of the different digital signature schemes on the
protocol performance of two protocols for charging in stub ad
hoc networks. In Section V, we carefully generalize our
results for multi-hop ad hoc networks and present some
design criterions for the usage of digital signatures for
protocols from the introduced protocol classes. We conclude
in Section VI.

II. RELATED WORK

Lenstra and Verheul [18] present a recommendation of key
sizes for asymmetric cryptosystems, RSA, and discrete
logarithm based cryptosystems both over finite fields and over
elliptic curves over prime fields. Based on Moore's law, they
incorporate future changes of the available computational
power and the arising hardware cost. Their model also takes
into account future progress in cryptanalysis. Based on some
hypotheses, e.g. that DES has been secure enough for

commercial applications until 1982, the authors come up with
an equation that predicts the computational load they consider
to be infeasible until any concise year in the future. They
present for each year until 2050 which minimum key size for
which cryptosystem can be considered to be secure until that
year. Table I shows a selection of their recommended RSA
key sizes.
TABLEI

LENSTRA AND VERHEUL’S KEY SIZE RECOMMENDATION: SECURITY
COMPUTATIONALLY EQUIVALENT TO THAT OFFERED BY DES IN 1982.

Year . 1986 ... 2003 20052010 2015 2020 2025 ...
keysize | ... 513 ...744 810 990 1191 1416 1664 ...
(RSA)

In an RSA Laboratories Technical Note from 1997 [31],
Robshaw and Yin analyze cryptosystems based on RSA and
on ECDSA. For ECDSA with a key size of 160 bits and 1024-
bit RSA, which they found to achieve a comparable level of
security, the authors compare the performance of both
schemes in terms of storage requirements and computational
speed. While its short key size leads to clear advantages for
ECDSA with respect to storage requirements, their findings
for the computational speed do not allow such a clear
statement. According to their benchmarks, the RSA sign
operation is about 7 times slower than the one of ECDSA, but
the verify operation is more than 6 times faster. Robshaw and
Yin fear that elliptic curve cryptography might still offer
some yet undiscovered loopholes due to the sophisticated
mathematical theory behind it.

Another article [37] by Wiener contains a comparison
between 1024-bit RSA and 168-bit ECDSA. The verification
times of RSA are found to be more than 30 times faster than
those of ECDSA. The signature generation is measured to be
around 8 times slower. The author points out that the optimal
choice of a signature scheme depends on the particular
application. He comes to the conclusion that RSA is well
suited, for example, for certificate-based systems that require
only few signature generations but thousands of signature
verifications. However, in wireless communication scenarios
Wiener favors ECDSA as public-key algorithm. The short key
size and low signature overhead save transmission bandwidth
and lead to smaller silicon implementations.

Performance analyses for specific protocol applications can
be found in [10]. Gupta, Gupta and Stebila added ECC
support to OpenSSL 0.9.6b and obtained the execution times
for ECDSA and RSA signature operations on a PDA with
200Mhz StrongARM CPU and a server with 450MHz
UltraSPARC I processor. According to their observations,
1024-bit RSA on the server is about 8 times faster for
signature verification, but approximately 5 times slower for
signature generation than 163-bit ECDSA. On the PDA, they
found verify to be 4 times faster and sign to be 8 times slower.
The authors also analyze the performance influence of
ECDSA and RSA on the SSL protocol. Their measures are
the Handshake Crypto Latency, which is essentially the sum



of the times the client and the server spend doing public key
operations, and the Server Crypto Throughput, which is the
rate at which the server can perform the cryptographic
operations. For a security level of 1024-bit RSA, ECC
performed more than five times better in terms of Server
Crypto Throughput. However, in terms of Handshake Crypto
Latency, the performance depends on the underlying scenario.
For a PDA talking to a server, RSA outperforms ECC, while
for PDA talking to PDA or server talking to server, ECC is
nearly twice as fast as RSA. The authors see a performance
advantage for ECC at higher levels of security.

Another performance evaluation for a specific protocol was
done by Zhong, Chen and Yang in [40]. For a Laptop at 866
MHz, the authors compare the usage of digital signatures
based on ECNR over GP(p) 168-bit [11] and digital
signatures based on 1024-bit RSA for the protocol 'Sprite'.
The protocol supports a credit-system for ad hoc nodes and
fits exactly into the protocol class considered in this paper.
The authors point out that for minimizing delays in the
forwarding phase over several involved intermediate nodes
RSA would be a better choice than an elliptic curve based
implementation. Using RSA forwarding over eight nodes
takes 0.3 ms compared to 13.2 ms with ECNR. Zhong, Chen
and Yang argue in the right direction. Nevertheless, we feel
that a proper performance analysis of digital signatures for
multi-hop ad hoc networks needs to be evaluated in more
detail.

III. REFERENCE IMPLEMENTATION

Naturally, the choice of the destination platform has a
strong impact on the absolute and even on the relative
execution times of RSA- and ECDSA-based digital signature
schemes. We thus understand the values below as guiding
values.

Our destination platform is a Personal Digital Assistant
(PDA) Sharp Zaurus SL-5500G, equipped with the operating
system Linux 2.4 and an Intel SA-1110 StrongARM CPU
(206MHz). We have chosen as RSA reference
implementation the version from OpenSSL (Developer
Snapshot 20021202) [24]. Since the ECC candidate from
OpenSSL is on average on factor 5 slower than our own speed
optimized ECDSA implementation [28] we used the latter for
performance comparison. The binaries for the Zaurus were
generated with the gec 2.95.2 compiler from the Embedix
Tool Chain Packet.

We have implemented ECDSA for general elliptic curves
over the binary field GF(2™) as well as for Koblitz curves. We
implemented several different point multiplication methods
and determined the optimal choice for our application and
target platform. Using the Fixed-base Comb method [20] for
scalar multiplication with a fixed base point of the curve and
the Montgomery method [22] for scalar multiplication with
arbitrary points, a signature generation on a StrongARM CPU
clocked at 206 MHz takes 5.7 ms and a signature verification
takes 17.9 ms for 163-bit ECDSA. In case of Koblitz curves,
we use the window TNAF method [12], which enables us to

verify a signature on a 163-bit Koblitz curve in 11.7 ms. This
is a significant speed up compared to the current ECDSA
implementation of the OpenSSL project. The RSA keys and
signatures were generated by using the OpenSSL crypto
library. For signature generation, the same public exponent
e=2""+1] was used like in the genrsa tool from OpenSSL.

A. Execution Times

It is our concern to compare the execution times of both
signature  schemes, which use different mathematical
problems to achieve security. The resulting security of the
scheme RSA

TABLEII

EXECUTION TIMES FOR SIGNATURE OPERATIONS BASED ON ECDSA AND RSA
ON A SHARP ZAURUS SL-5500G.

Security level | Time for signature
[bit] generation [ms]

Time for signature
verification [ms]

ECC RSA ECC RSA Ratio | ECC RSA Ratio

113 512 2.8 13.7 49 75 13 57

131 704 38 324 85 11.5 25 46

163 1024 57 780 13.6 [ 179 43 41

193 1536 7.6 2519 33.0 | 260 97 2.6

233 2240 10.1 731.8 72.0 [ 373 204 138

is based on the factorization problem for large numbers,
whereas the ECC-based schemes are based on the elliptic
curve discrete logarithm problem. Thus, it is decisive to agree
which order of an elliptic curve is comparable with which
RSA modulus. We consider both as key size and refer to their
corresponding security levels to those proposed by the
standards for efficient cryptography group (SECG) [6]. For
example, their weakest proposed security level is a 113-bit
ECDSA-based key and its comparable 512-bit RSA-based
key. For the highest proposed security level, SECG considers
a 233-bit ECDSA-based key size to be correspondent to a
2240-bit RSA-based one.

Table II documents the execution times of our platform.
The ECC based execution times refer to our ECDSA
implementation for general elliptic curves. We separate
between signature generation and signature verification. Like
stated in previous work, an ECDSA-based signature
generation is much faster than the corresponding RSA
operation. Vice versa, the RSA-based signature verification
clearly beats the equivalent ECDSA-based verification. For
both cases, the relative gain depends on the targeted security
level. A 113-bit ECDSA-based signature generation is 4.9
times faster than its RSA competitor. But this ratio increases
with a rising security level to a factor of 72 for a 233-bit
security level. In contrast, a 113-bit ECDSA signature
verification is 5.7 slower than its comparable RSA-based
operation. This ratio shrinks to a factor of 1.8 for an
increasing ECDSA-security level of up to a 233 bit. Finally
note, that the time complexity for both signature schemes for



signature  verification and signature generation is
O(lkeygccl’), whereas |keyzcec| is the size of an ECDSA key.
Nevertheless, due to the limited value space of the listed key
sizes the impact of constants cannot be neglected.

A hardware realization leads to a dramatic improvement
of the presented execution times. However, the current size of
such hardware components and their production cost are too
high to be a standard part of PDAs or mobile phones.

B. Data Overhead

The additional required storage space and transport volume
of the competing signature schemes result from their
certificate- and signature lengths. Again, we cannot properly
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Fig.1. Comparison of RSA- vs. ECDSA-based signature lengths.
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Fig.2. Comparison of RSA- vs. ECDSA-based certificate lengths.

analyze this overhead without taking the targeted security
level into account. In Figs. 1 and 2 we illustrate this
interrelation.

Obviously, both, the signature- and the certificate length
are more favorable, since smaller, for an ECDSA based
signature scheme. This suits for all the considered security
levels. With an increasing targeted security level this
advantage compared to RSA-based signature schemes
dramatically increases to a ratio of up to 1/3 for the certificate
and 1/6 for the signature. In this connection the certificate
length tends to be more important with respect to some

storage restriction on the mobile device. In contrast, the
length of the signature for both signature schemes has more
impact on the net throughput over the wireless link.
Compared to the relatively rare broadcast of a certificate, the
latter results from a by far more frequent transmission of
digital signatures.

Not considering some additional coding information,
which are about 6 byte, a RSA-based digital signature is of
length |keygrsa|, whereas an ECC-based signature is of length
2-|keyicc|- By applying the concept of point compression [13],
we can even reduce the latter to the size |keygcc|+1. This
means that a 1024-bit RSA-based digital signature is about
128 byte, or, including coding information 134 byte. Its
corresponding 163-bit ECDSA representative needs 21 byte
resp. 27 byte with coding information.

After these preliminary considerations we are prepared for
a protocol and application sensitive performance analysis of
digital signatures in wireless multi-hop ad hoc networks.

IV. CASE STUDY: SPRITE AND SCP

Two protocols are known from the literature, which use
digital signatures to support charging and billing in multi-
hop ad hoc networks. Both, namely the Simple Cheat-Proof
protocol (Sprite) [40], and the Secured Charging Protocol
(SCP) [16] present technical solutions for a similar business
model: Each node that forwards foreign data is positively
charged and gets some monetary reward, whereas the sender,
and for the latter case also the final destination, are negatively
charged by an ISP responsible for the (temporary) connection
of the ad hoc cloud to the fixed network. Note that in cases
where the sender and the final destination belong to the same
ad hoc cloud, in particular a decentral traffic forwarding
remains possible. More precisely, the traffic does not need to
be diverted over the access point to the fixed network. The
aforementioned business model becomes only reasonable with
its unforgeable technical realization' since only then the
participators of the ad hoc community indeed get incentives
to co-operate. In particular, the forwarding of data over power
restricted devices with potentially selfish but battery saving
user behavior seems to be more reasonable in the presence of
protocols like Sprite or SCP.

A third charging and rewarding protocol for packet
forwarding has been proposed in [1] by Salem et al. They
propose forwarding all traffic in a multi-hop manner over an
access point to the fixed network, even in cases when the
sender and the receiver belong to the same ad hoc cloud. Due
to this restriction for traffic forwarding, for this approach the
scalability requirements for the security associations relax.
Only the access point (and not each mobile node) needs to
establish security associations with each mobile node. As a
result, they choose a symmetric MAC scheme for the
authentication.

In contrast, due to the support of a decentral routing policy,
Sprite and SCP use digital signatures to still be scalable.

! Sprite and SCP have been formally validated either by proofs of theorems or
by BAN-Logic.



Here, the coverage of all bilateral security relationships of
nodes from the ad hoc community is mandatory. We do not
present the detailed protocol specification of both protocols
and thus refer to [40] and [16]. Instead, we just list the
expensive operations, which for both protocols are

1) signature generations per packet or per bundle of

packets at the sending mobile node, and their

2) signature verifications at each forwarding

intermediate node.

The signature generations at the sending mobile node (S)
serve to recognize the originator of a data packet at
intermediate nodes (V; ,i=1,...,n) on the routing path. In a
fully open system with mobile nodes from various
administrative domains, it is impossible for the verifying
intermediate nodes to doubtlessly infer to the identity of the
originator. Instead, intermediate nodes check by verifying the
received signatures that the originator of the packets has
properly registered at the ISP. Since intermediate nodes only
get rewards from the ISP for forwarding traffic from a
legitimated sending mobile node, it is in each intermediate
node’s interest to verify from whom the data stem. Thus, we
need signature verifications at the intermediate nodes. A
keyed hash chain generated by all involved intermediate
nodes, and, in the case of SCP, a confirmation from the final
destination D to the last forwarding intermediate node N,
about the received amount of data are additional schemes that
make the ISP re-engineer the involved parties and the amount
of traffic received at D. Since a keyed hash chain is a
construct that is based on a nested appliance of multiple hash-
based MACs it is a very fast cryptographic construct that
needs not to be considered in the following performance
analysis. Instead, we restrict ourselves just taking into
account the necessary digital signature operations.
Nevertheless, it needs to be stated that, with the usage of the
keyed hash chain, no additional scalability problem arises,
since all used symmetric keys have only to be agreed between
the access point and each mobile node.

A. Required Level of Security

A typical application scenario for the described charging
and rewarding protocols is the provision of wireless multi-hop
Internet access at public places, for instance a shopping mall,
an airport terminal or a railway station. Such places have in
common that the users do not stay longer than several hours
at that place. Consequently, most user certificates, private and
public keys only need to be valid for a short time, e.g. 24
hours. In case of a longer stay, one could simply enforce a
certificate renew every 24 hours to provide fresh certificates.

The objective of someone who attacks such a secure
charging protocol is certainly to get uncharged network
access or to get rewards without forwarding foreign data.
However, the amount of money involved can be expected to
be rather low. Today’s (June 2003) prices for wireless
network range from 3.75€ per hour at the Munich airport to
9€ per hour at the CeBIT. Thus, the financial harm of

successfully breaking one pair of keys is less than 200€.
Consequently, one can expect that an attacker will not spend
a large amount of money to break a key. Note that breaking a
key of the proposed charging protocols can only be used to
compromise the node that owns the key. No secret
information will be revealed; the attacker may forge only the
secure charging protocol signatures of the compromised node.

Using the results of DES Challenge III [32] as a basis, one
can determine the key size for our purposes according to the
RSA key size recommendations of Lenstra and Verheul [18].
In the DES Challenge III launched in January 1999 by RSA
Security, Inc., a message encrypted with 56-bit DES
algorithm has been broken in 22 hours and 15 minutes. As
motivated above, keys that can be broken in approximately
this amount of time still provide enough security for our
purposes. Lenstra and Verheul offer equations to adapt their
recommendations to

TABLE Il

VARYING KEY SIZES WITH ESTIMATED Y EAR UNTIL SUFFICIENT SECURITY
FOR SPRITE OR SCP IS PROVIDED.

Year | RSA key size ECDSA key size
1999 [ 512 113
2006 | 704 131
2015 | 1024 163
2026 | 1536 193
2039 | 2240 233
this level of security. However, we feel that their

recommendations are too careful. So far, the largest RSA
Challenge Number that has been factored in RSA Security’s
Factoring Challenge [31] is a 512-bit number. The factoring
was finished in August 1999, took 3.7 month and the CPU-
effort is estimated to approximately 8000 MIPS years.

We feel that this margin of security is still sufficient for our
particular applications. Lenstra and Verheul recommend a
minimum key size of 513 bits for RSA in the year 1986, so
we obtained the values in Table III by taking their
recommendations for the year 1986+x as guide value for our
implementation in the year 1999+x. To our opinion this is
still a correct interpretation, simply with a different margin of
security. Note, that we do not claim that breaking
cryptosystems that use the key sizes in Table III is infeasible.
However, with respect to the considered protocol classes,
breaking such cryptosystems in less than 24 hours requires an
amount of computational resources that is disproportionate to
the financial gain an attacker might get.

Now that we have a guide for RSA key sizes, we can again
use the SECG standard document [5] to derive corresponding
ECDSA key sizes. Table III contains different key sizes listed
in the standard document and the year until which they
prospectively provide sufficient security for the digital
signature within our considered protocol class. These key



sizes are based on the assumptions made in [18]. In
particular, we cannot fully anticipate the effects of future
progress in cryptanalysis.

In November 2002, Certicom announced that the ECCp-
109 challenge has been solved using a large network of
10,000 computers within 549 days [7]. This cryptosystem is
considerably weaker than an elliptic curve cryptosystem over
a 113-bit binary field. Hence, the level of security that the key
sizes in Table IIl provide is probably still greater than
necessary for the envisioned applications.

B. Execution Times of Sprite and SCP

Whenever involved in a communication process, each
mobile device of the ad hoc cloud may be either in the role of
the sending mobile node, the final destination, or an
intermediate node. It may even be the case that a mobile
device is in more than one role simultaneously, e.g. it may be
the sending node for one communication process and the
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Fig.3. Impact of the network topology on the protocol performance with the
usage of RSA- and ECC-based digital signatures.

forwarding intermediate node for another. For an optimal
solution related to the execution times on each mobile device,
we need to minimize the total time of execution times for the
different operations according to their probabilities of
appearance. Eq. 1 serves as a metric to find such a protocol
specific optimal solution and execution time related optimal
solution. Since we are not interested in the absolute execution
times but in relative execution times, for a proper metric that
helps deciding which signature candidate is best suited, we
can neglect the influence of multiple simultaneous
communication processes without the loss of generality:
t(X)cpu= P(X=8S)t,+y ") PX=N;)t, tP(X=D)t, (1)
On average, the probability P() at which a device X is
either in role of S, N; (i=1,...,n), or in role of D is
P(X=S)=P(X=N; )=P(X=D)=1/(n+2), 2
where n is the number of involved intermediate nodes of a
single communication process. We denote the execution times

14 + .
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Fig.4. Choice of a digital signature with respect to the average route length
and the striven security durability.

for signature generation and signature verification with ¢, res.
t,. Using the probabilities of Eq. 2, Eq. 1 results in
tX)cpu = (te+(n+1)t,) / (n+2). 3)

Obviously, besides the execution times for signatures also
the assumed average route length (indicated by ») is another
parameter that has impact on the resulting total execution
time fcpu(X) on a mobile device. We illustrate this relation in
Fig. 3 for various average route lengths by using the
execution times of our reference implementations. For
illustration we have chosen a 163-bit ECDSA security level
with 5.7ms (ECDSA) versus 78.0ms (RSA) for a signature
generation and /7.9ms (ECDSA) versus 4.3ms (RSA) for a
signature verification. With such a choice we expect the
charging protocols to be secure at minimum for the duration
of one day until the year 2015.

Fig. 3 documents that for network topologies with a
relatively small average number of required intermediate
nodes, the ECC-based digital signature is less CPU wasting
than its comparable RSA competitor. However, if more than
five intermediate nodes need to be involved, this statement
changes in favor of an RSA-based solution. In such cases, the
increasing probability of a signature verification becomes the
contributing factor on the expected CPU load of the mobile
device.

Apparently this trade-off of up to five involved
intermediate nodes will change with a varying striven security
durability. We illustrate this fact in Fig. 4 by again using Eq.
1, but this time with varying z, and ¢, for the execution times
in Table 1. The area below the curve indicates situations,
where ECDSA is the better choice for protocols like Sprite or
SCP according to our metric. Vice versa, for a network
topology with an average route length of six intermediate
nodes and a more relaxed security level of up to 163-bit
ECDSA, a RSA- based signature turns out to be the better
choice. Nevertheless, for a higher security level with a
security durability beyond the year 2015, one should prefer an
ECC-based solution. This is in particular true since analytical



work on the general value of co-operation based approaches
has shown that most impact on the overall end-to-end
throughput can be achieved for ad hoc networks with small
average route length below six intermediate nodes [17].
Finally, the intersection of the curve from Fig. 4 with the
horizontal even refers to the security level chosen in Fig. 3.

C. Data Overhead of Sprite and SCP

Considering the time horizon at which civilian multi-hop
ad hoc networks are envisioned to become reality, we expect
that the considered protocol classes become relevant earliest
in 5-8 years. Assuming Moore’s Law the hardware will
improve in speed by a factor of around 16 by that time.
Further, one can argue that during this time scale suitable
scaled hardware-based digital signature components for
minimal prices will be available, but we believe that it will
only be built into expensive high-end products. This means
that by the time the execution times for protocols like Sprite
and SCP will become close to be able to sign and verify each
packet over a moderate number of restricted devices similar to
the considered PDAs. This statement even holds for time
critical traffic like Voice over IP (VoIP) [9] with a proposed
end-to-end delay of not more than 50-70 ms. Obviously, there
still will be a need for reducing the execution time of message
authentication to save battery power and to leave CPU power
to other applications such as multi-media. In contrast, it turns
out that the length of a digital signature is the bottleneck.
Even if we use a relatively relaxed security level of 163-bit
ECDSA, which is still acceptable for protocols like Sprite or
SCP for remaining 5-7 years until the year 2015, this means
that the digital signature length is 21 byte including coding
information (compared to 70 byte when using RSA). Note
that even for applications with both, a very relaxed required
security level and a short security durability a further
reduction of the key size is considered to be unacceptable. In
particular, a 131-bit key which we expect to be secure until
the year 2006 would not be appropriate for protocols we
envision to become reality not earlier than in the year 2008.

The most accurate way of ensuring data origin
authentication at various nodes is to digitally sign each
packet. However, this might exhaust computational resources
and add an extreme data overhead to each packet. There are
two possible ways to reduce computational complexity and to
shorten the data overhead by not loosing the aforementioned
scalability advantage of public-key schemes. The first way
improves the digital signature algorithm whereas the second
one secures more data, i.e. more packets, with only one
signature. Since we focused on standardized signature
schemes here as trusted basis, we only consider the second
approach. Candidates are described in [8], [30], [38] for the
purpose of multicast-stream authentication based on digital
signatures. It is clear that a scheme to authenticate multicast
traffic can directly be applied to authenticate data packets in a
serial fashion, since the latter case is a special kind of a

multicast-stream. There are two approaches which both use
symmetric methods to extend an asymmetric signature. The
first one [8], [38] integrates hash values from several packets
into one that is protected by a digital signature. Hence to
protect [ packets only one digital signature has to be
generated by the sender and verified by the receiver and all
intermediate nodes. To make this approach robust against
burst packet losses, redundant hash information are spread
over a sequence of packets. Even in case of packet loss over
the wireless channel, the verifying node thus has enough
information to start the verify operation. Hash values that
require 10-20 bytes are attached to the packets, and not more
than two hash values are attached to each packet, such that
there is only little data overhead in each packet.
Unfortunately, this approach does not take the jitter into
account. For real-time conform traffic like VoIP it is
mandatory to guarantee an almost continuous flow from the
source to the destination. Since the schemes have to buffer a
bundle of packets either at the source or at the destination,
this unacceptably affects the jitter from application layer to
application layer from the source to the destination. The
second approach [30] prevents jitter and is thus applicable to
real-time conversations. It uses the idea of one-time
signatures that are only applicable once but perform
extremely efficient. This is extended to k-time signatures that
allow k signatures and still perform very efficient. Adapted to
an ad-hoc network, the idea is to sign a k-time public key
with the ordinary certified key. The receiver and all
intermediate nodes can then check if this public-key was
signed by a certified key. Now the sender uses his k-time
secret key to sign the next k& packets. Finally another k-time
public-key is signed to authenticate the next k packets, and so
on. As mentioned above, this scheme does not require
buffering of packets such that packets can be signed and
verified in real-time. However, the data overhead is immense.
For each packet, at least 270 bytes are required for the
signature of a 1024-bit RSA security level which is more than
twice as much as an RSA signature (and more than 40 times
as much as an ECDSA signature). It becomes clear that the
first approach is suited to reduce data and computational
overhead at the cost of jitter, whereas the second approach
reduces the computational overhead only. The smaller the
length of each packet, the more the traffic flow equates a data
stream. Considering VolP, the expected frame size is 200
bytes, e.g. using a G.711 Codec (rate=64kbit/s). Hence both
approaches are not suited to real-time traffic. We feel that
more research is needed here, and propose the following until
a proper solution is available.

Our solution to make protocols like Sprite and SCP real-
time responsive is much simpler yet more realistic:
Depending on the frame size of the traffic type and the
application type, the sending mobile node generates
signatures for each packet, or only for a minor number of
packets. It is clear to us that such a scheme where only a



minor number of packets is signed whereas most of the
packets are unauthenticated only works for some application
types. It does not work if message authentication is crucial
such as a stock market ticker. It is also clear that an attacker
can insert or forge faulty messages, or embed his own data for
an illegal receiver. However, note that our approach works
perfectly fine if the communication between the sender and
receiver is encrypted, i.e., protected by a session key. The
receiver will then immediately notice modified and inserted
messages. Intermediate nodes still might forward forged
packets with embedded data of an adversary which is charged
at the cost of the sender though. In case of frame sizes near
the maximum transport unit (MTU) of e.g. 1500 byte, an
attacker could send arbitrary data free of charge. Fortunately,
for such a packet length a 21 byte, ECDSA signature has no
crucial impact on the net payload rate of the packet.
According to such a frame size, the sending node can
integrate signatures into each packet without constraining the
application’s functionality. Note that sender and receiver can
intuitively agree on a ratio / of signed packets once they have
agreed on the relevant frame size. The sender has to sign each
[-th packet (where [=1,..,k depends on the frame size and the
data type) and the receiver checks whether a received packet
contains a signature or not. It stops the traffic in case of

Fig.5. SCP demonstrator set-up with four Sharp Zaurus PDAs to measure round
trip times, jitter and throughput.

negative signature check or if more than /+s of the received
packets did not contain a signature, where s is a tolerance
threshold to take into account lost packets and packets that do
not arrive in order. Even in case of loosing a bundle of
packets at latest the /-th received packet does again contain a
signature. Since no buffering of a bundle of packets at source
or destination is necessary, no additional jitter at source or
destination is caused. Clearly, an attacker may send /+s-1
packets without being charged. Thus, to prevent the attacker
from sending meaningful traffic or modifying crucial
information, we propose /=] or /=2 with [=2 for traffic like
VoIP or video streaming and /=/ for any file transfer
application or data that must not be altered. We believe that
for such parameters an attack would be too much effort at
little gain.

D. SCP Demonstrator

We set-up an SCP demonstrator with four PDAs and
WLAN 802.11b to measure the round trip times and the
throughput for the forwarding phase either in the presence or

in the absence of SCP. In case of using SCP we varied /=1
and /=2. SCP handles a round trip via two sessions s; and s>
each responsible for one direction. Although we varied the
distance in-between the PDAs from 50cm to 10m, interference
between the nodes was permanent and a change in distance
did not effect our measurements. We respectively sent 50
packets per session and per packet size. Fig. 5 illustrates the
demonstrator set-up.

Related to the size of the packets, in absence of SCP, the
average round trip time of a packet over altogether six hops
varies between 9.6 ms for 64 byte packets to 21.4 ms for 1024
byte packets.2 In presence of SCP and [=/ these times
increased to 92.3 ms for 64 byte packets to 105.3 ms for 1024
byte packets. By choosing /=2 the average round trip times
could be reduced to 61.5 ms for 64 byte packets to 75.9 ms for
a 1024 byte packet size. More precisely, for a 128 byte packet
size which is most suitable for VoIP traffic, the round trip
time of 66.1 ms is a still acceptable end-to-end delay. Fig. 6
substantiates these values, whereas each line connects three
marks indicating the average-, the minimum- and the
maximum round-trip-time per packet sizes.

Decreasing the round trip times by choosing /=2 instead of
/=1 comes at the cost of additional jitter caused at the
intermediate nodes. Nevertheless to guarantee an acceptable
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Fig.6. Round trip times and jitter on the demonstrator in absence or in
presence of SCP with I=1 or I=2 and varying packet sizes.

end-to-end throughput this choice seems most promising for
real-time responsive traffic.

Over WLAN 802.11b with a real throughput in the 4Mbps
to 6Mbps range we measured for HTTP traffic a throughput
of 194.2 Kbytes/s in absence of SCP and 52.3 Kbytes/s (I=2)
resp. 44.1 Kbytes/s (/=1) in presence of SCP. Note, that due
to the additional signing and verifying of acknowledgments,
connection oriented TCP traffic is much more critical with

) . . . .

Such values are generally higher than for one single session forwarding over
five intermediate nodes. Obviously for our demonstrator set-up each node has to
handle twice as much packets in parallel.



respect to throughput than audio streams or video streams
over connectionless UDP traffic. Neither signing nor
verifying the acknowledgments will heavily improve the
above values.

To conclude, with our demonstrator environment and by
applying the ECDSA reference implementation we did the
validation that over a moderate number of intermediate nodes
SCP is compatible to HTTP traffic, video-traffic and audio-
traffic with still suitable performance characteristics.

V. RECOMMENDATIONS

It is our ambition to generalize our experiences according
to digital signatures and to come up with careful
recommendations for their usage in multi-hop ad hoc
networks. We want to emphasize that the recommendations
below do not only hold for the exemplary Sprite and SCP
protocol, but for nearly every protocol regarding secure
routing, accounting and charging, as well as cooperation
based schemes.

A. Scalability of Security Relationships

With respect to whether choose a symmetric MAC based
authentication or a digital signature based authentication we
propose identifying the number of the required authentication
relationships. Do we need unilateral authentications of x

authentications of x originators against y verifiers and vice
versa (x<>y)? In case non-repudiation is not a required
feature, we recommend to use MACs in the N—/ and /—N
cases, where N again is the number of nodes in the ad hoc
cloud. With respect to the number of required keys, for all
other authentication relationship scenarios (/—N, N—N,
NoN, M—N, M—N, M—N with ]<M<N) digital signatures
clearly outperform MAC based solutions.

Table IV defends this statement. Note that even in a small
ad hoc network with N=/00 and N—N or N—N 100
public/private key pairs versus 4950 symmetric keys are
required. Even in a M—N scenario with relatively small AM=5
and again N=100, 5 public/private key pairs versus 485
symmetric keys are required.

B. Topology of the Network

In a ‘conventional’ architecture which is characterized by a
single wireless hop, a restricted mobile client, and a powerful
server in the fixed network, the digital signature generation
at the client to authenticate towards the server is the only
time-critical and CPU wasting operation. In contrast, in the
context of multi-hop ad hoc networks the operations signature
generation and signature verification become coequal
operations. Both operations need to be executed by devices
that tend to have lower power. For an appropriate choice of a

originators against y verifiers (x—y or y«x) with
xy€{l,...,N}? Or is it required to have bilateral digital signatur related to its minimum total execution time
TABLE IV
NUMBER OF PUBLIC/PRIVATE KEY PAIRS VERSUS NUMBER OF SYMMETRIC KEYS FOR VARIOUS UNILATERAL OR BILATERAL AUTHENTICATION
RELATIONSHIPS.
1-N 1N 1N N—N 1N M—N M«+N MoN
SIG. 1 N-l N-l N N M N N
MAC N-1 N-1 N-1 NN-1)2  N(N-1)22 Mo N1 Mo N SMO N
h
f 25
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Fig.7. Traffic distribution per route length, e.g. with 100m vs. 250m
transmission radius.

Fig. 8. a) Unicast of N symmetric key agreement information and b) broad-
cast of one certificate to N nodes in a topology with C=4 and 1=2.



tepu(X) with X€{S,D,N;|i=1,...,n}, we propose considering
the occuring traffic within the ad hoc network. More
precisely, the distribution of the whole network traffic with
respect to the required number of intermediate nodes to reach
the final destinations needs to be considered.

TABLE V

NUMBER OF LOCAL BROADCASTS FOR A NEWCOMER’S CERTIFICATE TO
REACH EACH NODE.

N | 4 12 24 40 60 84 122 144

L |12 3 4 5 6 7 8

#p 1 5 9 17 25 37 47 62

To estimate the traffic distribution for two exemplary
network topologies, we used the ns-2 simulator version 2.1b9
[23]. Nodes move according to the random waypoint model.
Initially, 100 nodes are uniformly distributed in a
1000m-1000m area. Subsequently, nodes choose new
locations and move with a uniform velocity of /-2 m/s until
they reach their destinations. The process is repeated unless
the simulation time has elapsed. In our scenario, eight
concurrent connections send five packets with 512 bytes per
second where the average duration of a connection is 30 sec.
The routing protocol is AODV. At the end of the connection a
new source destination pair is immediately chosen. To
achieve convincing data, every scenario was simulated 120
times with different source destination pairs. To show that the
calculated values are reasonable approximations of the mean
values the 95% confidence interval is depicted in Fig. 7.

As can be derived from Fig. 7, in case of 250m
transmission radius, about 90% of all successfully received
traffic goes over less than five nodes. For such a network
topology and for protocols with similar security requirements
and distribution of the digital signatur operations than Sprite
or SCP, ECC-based signatures are preferable. In contrast, for
a transmission radius of /00m only about 41.5% of the arising
network traffic is forwarded over less than five intermediate
nodes. For such a topology, RSA turns out to be the faster
digital signatur choice. Summing it up: For the appropriate
choice of a digital signature scheme related to its total
execution times, we need to understand the traffic distribution
per route length within the ad hoc network.

C. Membership Dynamics

With each newcomer to the ad hoc network, a certificate
needs to be broadcasted to the already participating actual
nodes of the network. Fig. 2 illustrates that, independent of
the security level or the security durability, the certificate
length of ECDSA-based certificates is considerably smaller
than an RSA-based one. Each newcomer obviously increases
this advantage. Consequently, the higher the membership
dynamics of the ad hoc network, the more favourable are
ECDSA-based digital signatures. With respect to the short

lifetime of a certificate we propose to handle a certificate
revocation only implicitly. More precisely, each certificate is
implicitly revoked after its expiration time. We expect a
certificate to be valid for not longer than one day and thus no
strong synchronization of the nodes’ clocks is necessary.

With respect to a comparison to a MAC-based
authentication, the actual number of nodes N of the ad hoc
network as well as the connectivity of the network need to be
taken into account. For instance, for agreeing on symmetric
keys with a comparable security level to a 163-bit ECDSA by
using the Diffie-Hellmann key agreement protocol [21], one
needs |d|=28 bytes per Diffie-Hellmann message per security
relationship (including 6 bytes for coding information). We
consider an N«<»N scenario with N:Z/,-zli-C actual members
of the ad hoc network, where C is the connectivity of the
network in term of direct neighbors for each node and /
indicates the longest path from the newcomer to each node of
the ad hoc cloud. Further, for simplicity we assume that nodes
are static and uniformly distributed over a square area. The
newcomer shall be located in the centre of the area.

In case of using MACs the newcomer has to initiate unicast
traffic to each node of the cloud. The total number of hops
over the wireless to reach all other nodes of the cloud can be
denoted as Zli: 1i%C Fig. 8.a illustrates this for the case C=4
and /=2. Since the Diffie-Hellman key agreement protocol
needs two messages to agree on a symmetric key, the costs for
a MAC based solution in terms of additional data overhead
over the wireless can be noted as follows:

Costyuc=Y. i-12i*-C|d| (4)

In contrast, with a digital signature based approach, the
newcomer broadcasts its certificate over the wireless, or,
more precisely, by applying local broadcasts, the certificate
is destined to all actual nodes of the cloud (Fig. 8.b). It turns
out that, with respect to the considered topology, we cannot
derive a cost function Costs;; similar to Eq. 4. Instead,
in

TABLE VI
PROPOSED RANGE OF USE FOR DIFFERENT DIGITAL SIGNATURE SCHEMES.

RSA ECDSA
network medium to large | small average route
topology average route length length
membership static, weak static, weak, high
dynamics
majoritarian | signature verification | signature generation
operation
security Relaxed relaxed to strong
level
security short to middle short to long
durability
traffic type asynchronous, non | even synchronous,

time-restrictive time-restrictive

Table V we list for different N and / with C=4 the resulting
number of necessary local broadcasts #g for a certificate. By



computing
Yi2i-Cld| < #)c| 5)

one can according to our network topology derive from
what number of nodes in the ad hoc network digital
signatures scale better than a MAC based authentication.
Applying the certificate length illustrated in Fig. 2, 163-bit
ECDSA signatures with a certificate size about |c|=380 bytes
scale better than a MAC-based solution for networks greater
than 40 nodes (and /=4). For the same security level, RSA-
based signatures with a certificate size of about |c|=500 bytes
are even favourable for networks greater 84 nodes and /=6.
Although we are aware of the fact that the chosen topology
and the connectivity of the network have strong impact on the
results, we feel that these values indicate that, with respect to
the membership dynamics, digital signatures scale better for a
wide range of network sizes than MAC-based solutions.

D. Security Level and Security Durability

Civilian ad hoc networks will become reality at the earliest
in the years 2008 to 2010. Taking this observation into
account, we can derive from Table III, that even for a rather
relaxed targeted security level, a key size smaller than a
comparable 163-bit ECDSA key is not acceptable. For
instance, a 131-bit ECDSA key is expected to be sufficient for
protocols of the considered classes for not longer than the
year 2006. Thus, for protocols aiming at secure routing, the
technical support for accounting and charging, security
aspects for peer-to-peer services or cooperation in ad hoc
networks, we recommend key sizes not smaller 163-bit
ECDSA. Vice versa, since this key size is expected to provide
a sufficient security level until 2015, one should not use
longer keys.

E. Type of Traffic

For some particular applications the length of a digital
signature becomes the bottleneck. In contrast to the execution
times of the signature operations, we cannot significantly
reduce the length of a signature while at the same time
guaranteeing at least a minimal level of security. This
observation needs to be taken into account when designing
secure protocols suitable for real-time responsive traffic or for
traffic with a high net throughput. Thus, we recommend for
asynchronous, non time-restrictive traffic digital signatures
per packet (except the acknowledgments). For synchronous
and time-restrictive traffic we recommend the usage of
multicast stream authentication based on digital sigatures or
our simple yet realistic stream authentication proposal. In
Table VI we summarize our recommendations.

VI. CONCLUSION

We considered the usage of RSA-based versus ECDSA-
based digital signatures in ad hoc networks. Compared to an
alternative MAC-based solution, we highlighted the benefit of
digital signatures with respect to scalability and membership

dynamics. It turns out that related to the required number of
keys for various authentication relationship scenarios digital
signatures clearly outperform a MAC-based solution. With
respect to the membership dynamics of the ad hoc network
and the certificate size, ECDSA-based certificates always
perform better than RSA-based certificates. Compared to a
MAC-based solution, assuming a 163-bit ECDSA security
level in a network of more than 40 nodes, ECDSA performs
better in terms of data overhead with respect to newcomers.
For an RSA-based signature, this value doubles. Considering
the total execution times of digital signature operations on
each node for protocols similar to the requirements of Sprite
or SCP, we recommend to take the traffic distribution of the
ad hoc network per number of intermediate nodes into
account. For networks with a small average route length and
protocols with the signature verification as the most frequent
operation, we recommend the usage of ECDSA-based
signatures. In case of a longer average route length and
assuming execution times of our reference implementation
with a 163-bit ECDSA security level for a PDA clocked at
206MHz, RSA-based signatures turn out to be faster. We
consider such a key size to provide a sufficient level of
security even in the year 2008 which is the earliest we expect
civilian ad hoc networks to become reality. Finally, with
respect to the supported type of traffic and considering the
unacceptable great signature length for real-time responsive
traffic, we recommend using a stream authentication concept
based on digital signatures. In contrast, for any file transfer
application this is not necessary.
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